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Yxe 6onee 20 net MHGMOPMAUMOHHbIE TEXHOMOMMUK
eXXeJHEBHO U3MEHSIIOT HaLy XKK3Hb: IHTepHeT n MobubHas
CBSI3b CTa/IM OCHOBOW [ANsi HOBbIX (DOPM KOMMYHWMKaLMM,
3KOHOMMYECKOM aKTUBHOCTW U Pa3BlIeYEHN.

HoBble TexHW4yeckMe BO3MOXHOCTM MCMNOJb3YOTCS
roCyAapCTBEHHbIMM OpraHamu Ans OnTMMM3auuuM CBOMX
MpoueccoB W nNpefocTaBfeHUs rpaxpaaHam 6onee
KaueCTBEHHbIX YCIYT.

TepMUH «31EeKTPOHHOE NpPaBUTENLCTBO» OXBaTbiBaeT
MHOTFOUMC/IEHHBbIE «OHMAWH» MEPONPUSTUS U YXe caenan
HEHYXHbIMW MHOTrMe MOCEeLWeHUss rocyaapCTBEHHbIX
YUPEXAEHWN.

OAHaKo Henb3si UrHOPUPOBaTb OAHY OCHOBHYIO MOTPEBHOCTb
yenoBeka — HeobxoammocTb obecneveHns 6e30nacHOCTU.

OcobeHHO 3TO OTHOCUTCA K 6He3omacHoCTM MHdOopMaumu,
MOCKOMbKY 3TWM Yyrpo3bl MOYTM BCerga ocCTakTCs
He3aMe4yeHHbIMM C TMepBOro B3rngga M 4acTo
HepooueHuBaeTcs. [ns ee obecneveHmss TpebytoTcs 3HaHMA
N AENCTBUS KaXXAOoro, LA BOB/IEYEHHOIO B UCMOJIb30BaHNE
NKT. Bce nonb3oBaTenn npusBaHbl OblTb CTONb Xe
OCTOPOXHbIMU «OHMaNH», Kak U «oddnanH».

BakHO MWHMMWU3MPOBATb PUCKKU, YTOObI COXPaHUTb
BO3MOXHOCTWU, NpeaocTaBnsieMble MHDOPMALMOHHbLIMK
TEXHONOrMSIMU U MHTepHeTOM. be3onacHOCTb BO3MOXHA
TONIbKO TOrAa, KOrAa BCE YYaCTHUKM BHOCST CBOW BK/aj.

Hapgeemcs, 4to noarotoBsieHHble MWHUCTEPCTBOM B
KayecTBe opraHa no WHd¢opMauMoHHOW 6e30macHOCTU
peKkoOMeHAaunn CTaHyT BK/1aAOM B MOBbIWEHNE YPOBHS
6e3onacHocTn KT B KasaxcraHe.

MoarorosseHO HA OCHOBAHUM
COLIMOJIOrMYECKOro
nccneaoBaHus
«0cBeaAoOMJ/IEHHOCTb HaceneHus
06 yrposax

Knbepb6esonacHoCTn>,
npoBeAeHHOro B CeHTAbpe
2018 ropa

TepMHuHbI

YTO Takoe
NHTepHeT?

[lepCcoHanbHbIE
NAHHbIE 3TO

[loa
Knbepbe3onacHOCTbIO
NOHMMAETCH

n onpeaesieHns

BceMnpHasa cuctema 06beaAnHEHHbIX
KOMMbIOTEPHbIX CETEN ANS XPaHeHus
N nepeaayun 31eKTPOHHbIX
MH(OPMALIMOHHBIX pecypcoB

CeeaeHusi, oTHocsLWwmecs K
onpeaeneHHoMy Unun onpeaensieMoMy
Ha MX OCHOBAHWUN CyObeKTy
NepcoHasnbHbIX AaHHbIX,
3a(PUKCMPOBaAHHbIE Ha
3NIEKTPOHHOM U1 (MN) MHOM
MaTepuanbHOM HoCUTene

CocTosiHMe cpefbl NCNOoJSIb30BaHUS
NMHHOPMALMOHHO-KOMMYHUKALMOHHBIX
TEXHOJIOMMIN, KOTOPOE onpeaensieTcs
YPOBHEM 3aLUNLLEHHOCTH

NHGOpMaLMKN B NIEKTPOHHON bopMe
(3NeKTpOHHbIE NH(POPMALMOHHbBIE
pecypcbl, UHPOPMALMOHHbIE CUCTEMBI U
MHMOPMALMOHHO-KOMMYHUKALIMOHHAS

WMHPaCTpyKTYypa)



NoueMy Ba)KHO noaaep>XuBaTb
KnbepbesonacHoOCTb?

#01

#02
® 45,9%

#03

CeTeBoe npocTpaHcTBO MHTepHeTa 6narogaps nHgpopMaLMOHHO-
KOMMYHMKALMOHHbIM TEXHOJIOrMAM (hopMUpPYET KaUECTBEHHO
HOBYIO cpeay A1 nepeaayy U pacnpocTpaHeHus nHdopMauuum,
yAasieHHOro OKa3aHusi CEPBUCOB U YCIyr.

HaceneHus B KasaxcraHe npeanoyvTaroT
nony4yaTb MHTEpecyroLwwy HgopMaumio
M ycnyru nocpencrsom MIHTepHeTa, B TOM
uncne Mo6bunbHoro UHTepHeTa

66,9%

B3anM03aBUCUMOCTb 06BHEKTOB (OH1AlH YCYyTr U CEPBUCOB),
HY>XAAIOLWMXCA B 3awmTe nHopMaLMm, MOXKET NPUBECTU K
«KackagHoMmy 3cdhdekTy>» B cnnyyae TeXHOJ1Iormyeckoro cé6os nnm

31,6%

HaceJieHUs perynsipHo
noJsib3yeTcs noprtasiomMm
«DJIeKTpOHHOe
npaBUTENbCTBO>»

31,1%

HacesieHUs NoJib3yeTcsl UHTEepHEeT-6aHKNUHIOM
ANA NoJsiydeHns 6aHKOBCKUX yCnyr

HacesIeHUs NOCTOAAHHO
MCcnoJib3yet Mo6uJibHble
NPpUNOXKEHUA AN onnaThbl
OHNaWH ycnyr

KoMnbloTepHble aTaku cnocobHbl NoaopBaTh 06 EeCTBEHHOE
AOBepue K OHNIalH-yC/lyraM U HaHEeCTU Bpef 3KOHOMMUKe.

3a \
nocneaHui 34.3%

J
roa

60,6%

Ka3axcTaHueB
noasepranancb knbep-atakam

ONpoLUEeHHbIX creyuanucros B cpepe
IT crankuBalroTCca C yrposamm
Kn6ep6e3onacHOCTu B CBOeM

AEeATEesSIbHOCTHU

B 60onbLuMHCTBE CJ/lydaeB KOMMbIOTEPHbIE aTdKU CTAaHOBATCA
ycneuwHbiMU MU3-3a YyesiIoBeYeCKON XaslaTHOCTU U HEOCTOPOXXHOCTM!.

NHcpopMmaumoHHan 6e3onacHoCcTb 6a3npyeTcs Ha obecrneyeHum
Tpex 3HauuMbIX ans 6e3onacHoCcT nHopMaummn aTpmbyToB:

O,

noapa3yMeBaEeT, YTO C HEN MOXET
03HAKOMUTbLCS TOSIbKO CTPOro
OrpPaHUYEHHbIN KPYr NnL, OnNpeaeneHHbIn
ee BflagesnbLeM.

KoHpunaeHUnanbHOCTb
nHpopMmaumm

CroCcobHOCTb MHpOopMaLMK (AaHHbIX)
COXPaHSITbCS B HEMCKAXXEHHOM BUAE.
HenpaBoMOuYHbIE N HE NPeayCMOTPEHHbIE
BragenbLeM naMeHeHns MHhopMaumm
NPUBOANAT K HAPYLUEHMIO LIENOCTHOCTW.

LlenocTHOCTDb
nHcpopMmauumn

onpenensieTcs CnocobHOCTbIO
MH(POPMALIMOHHON CUCTEMbI NPEAOCTaBNATb
CBOEBPEMEHHbIN 6ecrnpensiTCTBEHHbIN
AOCTYN K MH(OpMaLMn TONbKO
NAEHTUULMPOBAHHBLIM CYObeKTaM.

AOCTYNHOCTb
nHdpopmMmaummn

Ecnu eCTb BO3MOXXHOCTb nepernanTe Ha ABYX(aAKTOPHYIO
ayTeHTM(PUKaLMIO, HaNnpuMep No HoOMepy COTOBOIr0
TenecdoHa yepe3 CMC-coobuyeHue.

NaeHTndukaums — npucBoeHne cybbektam
AOCTYNa K MHPOPMALIMOHHOW CUCTEME UK
3/1EKTPOHHOMY PECypCy NIMYHOIO MAEHTUdUKATOPA,
obecrneymBatoLLIEro YCTaHOBNIEHNE NOASIMHHOCTY

U onpeaeneHne noaHOMoYmM cybbekTa B
MHDOPMALIMOHHON CUCTEME N perncTpaLms

SoTER S A [AENCTBUIA B NMPOLIECCE CeaHca.

MH(MOPMALIMOHHbIE CUCTEMBI
onepatopoB UKT ycnyr
npeaycMaTpuBeatoT
npoueaypy maeHTudunKaumm
N ayTeHTUdUKauum npu
AOCTYyne, a Takxe
MCNONb3YHOT 3alMLEHHOE
coeanHeHue no HTTPS

AyTeHTUdUKaLMa — 3TO NPOLIECC NPOBEPKU
NOAIMHHOCTYK Yero-nnbo. MNpumepom
ayTEHTUPUKALMM MOXKET BbITb CPAaBHEHUE
Mapons, BBEAEHHOr0 Nosib30BaTesEM,

C NaponeM, KOTOpbI COXpPaHeH B 6a3e AaHHbIX
cepBepa. [NogobHas npoBepka MOXET bbITh Kak
OHOCTOPOHHEN, TaK 1 B3aMMHOM — BCE 3aBUCUT
OT cnocoba 3awmnTbl U MNONNTUKK

6e3onacHoCTH cepeuca.



Yrpo3bl 6e30nacCHOCTM AaHHbIX

3a nocnepHuu rog OnpoLueHHblI€ Ka3aXCTaHLbl noABEepPrjinCb
cieayrouiim sMaam Ku6epaTaK:

7,2%9 7,4%% 8,7% % 1% %
KnbepMoLLeHHNYeCTBO B3/I0M aKKayHTOB aTaka BpeaOHOCHbIX BPEAOHOCHbIN
¢ 6aHKOBCKUMU B COLMANbHbIX CETAX KOMIMbIOTEPHbIX BUPYCOB CNAM

KapTamu, apyrue Buabl
KnbepMoLleHHMYeCcTBa

1 NporpaMm

BpeaoHOCHOe nporpamMMHoe obecneueHue
(malware — cokpauleHue ot malicious software:
malicious —310HamMepeHHbIN n software —
nporpaMMHoe obecrnieyeHne) — NpeacTaBnstoT
a cob0N LIMPOKYIO KaTEropuio NporpaMmMHOro
obecneyveHns — OHM yCTaHaBIMBaKTCa 6e3
Bawero pa3pelweHns 1 BAUSIOT Ha paboTy

% %k sk k
Bawero komnbloTepa.

Llenbto npecTynHuKoB

Mo cnocoby Bo3aencTBMSA Ha MHDOpPMaUnto
BbIAENSIOT cneaytollee BpeaoHocHoe [M0:

3KCM/IOUThI;

nornyeckne 60mbbI;

TPOSIHCKME U LUMMOHCKNE NPOrpamMMbl;
KOMMbIOTEPHbIE BUPYChI;

ceTeBble YepBu.

ABNSAETCSH XULLEHNE
KOHMAEHLUMANBHOWM
NMHpopMaumm (NIOrnHbI,
naponu, 6aHKOBCKWe KapThl,
NIMYHbIE AaHHbIE) Ans
nonyyeHnst hMHaHCOBOW
BbIFOAbl, MOCPEACTBOM
BbIMOraTesibCTBa.

FEE=EE=

Kakue
nocneancTsms
B/ever
3apayxeHue
KOMMNbIOTEpPA
BpPeAOHOCHOM
nporpamMmMon?

BpeaoHOCHbIE NporpamMMbl BAUSIIOT Ha HOpMasibHOE
(PYHKLMOHMPOBAHME CUCTEMbI, YTO MOXET NMpPUBECTU
K OTKasy B 06cny>xmuBaHun, 6510KMpOBaAHNIO,
YHUUTOXEHUIO, MOANMDUKALMM U XULLLEHNIO AaHHbIX,
a TaKXke CHMXXEHMIO MPONYCKHOW CNOCOBHOCTH CETH.

CuMNTOMaMu 3apa)keHNst BPEAOHOCHOW MPOrpaMmoi
SABNAOTCS:

M cHmKeHne paboTOCNOCOBHOCTU CUCTEMDI;

W nepeHanpasneHne 3anpocos B 6pay3epe Ha
HeXenaTesbHble CalThl;

W BcnabiBaloWMe OKHa.

Kak 3TO npoucxoguT?

KakuMm o6pa3om
BpeAOHOCHbIE

BpeaoHOCHbIE NPOrpaMMbl, Yallle BCEro, MPOHMKAOT
Ha KOMMbtOTEP:

nporpamMmsl @™ no anexkTpoHHOI MouTe;
NPOHMKAIOT HA
P ® yepes HocuTenn MHbopMaumm (dbnel-HakonuTenw);

KOMNblOTEp g 3
nonb3oBaTens? ™ npu ckaumBaHuM haitNoB C HEU3BECTHbIX CANTOB.

MeToAabl pacnpocTpaHeHus

COLUMAJIbHAA
UMHXXEHEPUA

OULLUUNHT
(aHen.phishing,
om fishing — pbibHas
r1o8ris, eblyxugaHue)

PACIMPOCTPAHEHME
BPEAOHOCHOIO
NMPOrPAMMHOIO

OBECINEYEHMA YEPE3
CAUT
MNony4yeHue
3/10YMbILLNEHHNKOM
HEeCaHKLMOHNPOBAHHOIO

AOCTYNa K chavinam cainTa
WK K pasgeny

TakTuKa, KOTOpYIo
NCNONb3YIOT
3/10YMbILUNIEHHUKK, YTO6bI
CK/TOHUTb MOJIb30BaTeNs K
PacKpbITUIO
KOH(pUaeHUManbHoOM
nHdopMaumm (HanpasneHme
nMcem ¢ noaaenbHbIMU
aapecamu C BpeAOHOCHbIM
B/TOXKEHUEM)

OaviH 13 BMAOB MHTEPHET —
MOLLUEHHNYECTBa, Lenbio
KOTOPOro SIBMSIETCS NoyYeHme
AOCTyna K KOHpUAEHUMaNbHbIM
AaHHbIM MOSb30BaTENEN
(NorvHbI, Naponu, AaHHbIE
6aHKOBCKMX KapT U T.M.) yepes

NOAAENbHBIE NHTEPHET- aAMUHWUCTPUPOBaHNA

peCypcCbl, BHELLIHE CUCTEMBbI YNpaB/1eHNA
HEOT/INYMMbIE OT HACTOALLUX. CanToM.




Kak 3alymTtuTb
KOMMNbIOTEP OT
BPeAOHOCHbIX

nporpamMmm?

Yto genartb?

BpenoHocHbIe MporpaMMbl 3a4acTyHo pacipoOCTPaHAIOTCS B MPUIOXEHUN
C ApyruMun dainamm, Tak YTO HE OTKPbIBANTE BNOXEHMUS 3/IEKTPOHHOM
MoYTbl, OTNPaBNIEHHbIE C HEM3BECTHbIX BaM pecypcoB.

#0 Hukorpa He oTk/1lOYalTEe BCTPOEHHbINM 6paHaAMay3p
onepauuoHHON CUCTEMbI

BpaHamayap co3gaeTt 3almTHbIN

3aC/IOH MeXAY BaluMM KOMMbIOTEPOM WU
NHTepHeTOM. BbikntodeHne bpaHamayapa
AaXKe Ha MUHYTY YBENNYMBAET PUCK
3apaxkeHns MK BpeaoHOCHON

bpanamayap —

NpOrpaMMOii. MPOrPaMMHBIiA KOMMEKC,
KOTOPbIV CIYXXUT ANS
5 5 0/ 3awmThl Balero
0 KOMMbtoTepa oT

HeXeNnaTeNlbHbIX U
NOTEHLMAJIbHO OMacHbIX

Ka3axXxcCTaHLeB
He NnoJib3yrTCs

CeTEBbIX COEANHEHUN.

aHTUBUPYCOM ANA
CBOEro KoMnbrTepa

#0 Ucnonb3yiite
aHTusupycHoe N0 ans

3awuTbl Bawei cucremol
OT BO3MOXXHbIX OHJIAWH-
yrpos. YcTaHOBUTE
AHTUBUPYCHbIE U
AHTULLNUOHCKHE
nporpaMmmbl u3
HaAEeXXHbIX UCTOYHUKOB.

dnew-Hakonurtesb —
YCTPOWCTBO,

npeaHa3HavyeHHoe ans

nepeHoca n XpaHeHus
NMHbOopMaLmK.

#03 OCTOpPOXHO Ucnonb3yinte dnew-HakonuTenmn

MWHUMM3NPYNTE BO3MOXHOCTb 3apaXXeHns KOMMboTepa BPeAOHOCHbIM
MO: He noaknyanTe HemsBecTHble dneww-Hakonutenu (unn USB-
HaKOMUTeNu) B CBOEMY KOMMbIOTEPY.

37,6% -

noJib3oBaTesieil OTMETUIIN, UTO NpuU
NoJIyYeH!M 3JIEKTPOHHOIo NUCbMa

OT HE3HAKOMOro YesioBeKa C Npocbbou
nepenTyn No CcbiJIke, OTMETUJIN, UTO CKopee
BCEro nepemayT rno yKka3aHHOM CCblJiKe

DO

#0 He npuHumanTe haitsibl OT HE3HAKOMbIX
BaM nosb3oBaTenen, u ocobeHHo obpawanTe
BHMMaHMe Ha noJsiyyaemble (aisibl C
pacwuupeHuem EXE, COM, CMD.

Ecnu BbI

nopo3speBaerTe,
YTO Bawl
KOMMNbIOTEP
3apaxeH
BpPeAOHOCHOM
nporpamMmmomu

#0 He cornawanTech Ha 3arpy3ky MO, npeanaraemyio
HenpoBepeHHbIMU UHTEepHeT-UCTOUHUKaAMM
\J

ByabTe o4eHb BHMMATESbHbI, OTKPbIBasl BNOXEHHbIE dansibl
WM HaXXMMasl Ha CCbISIKW B 3/IEKTPOHHOM NMOYTE, MIHOBEHHbIX
COOBLLEHUNAX UK B NYBNNKALMSX B COLMANbHBIX CETAX — AAXeE
€CNK Bbl 3HaeTe oTnpaBuTens. [03BOHUTE eMy U y3HAWTE, OH
NV 3TO CAeNan: ecnn HeT, yaanuTe Uiamn 3aKpomTe OKHO CyObl
0bMeHa MrHOBEHHbLIMM COOBLLEHUSIMU.

\J] 3arpy>xanite nporpaMMHoe obecrneyeHne TObKO Ha CanTax,
KOTOpbIM Bbl AoBepseTe.

W  He nepexoanTe no ccbinkam B COOBLLEHMSIX SNEKTPOHHOMN NOYTHI
1 nsberanTe Beb-canToB, rae npeanaraeTcs becnnatHoe
nporpaMMHoe obecrneyeHne C HapyLLUEHWEM aBTOPCKMX MpaB.
OcTeperaiTecb «6ecnnaTHbIX» 3arpy30K My3blku1, Urp, BUAEO U
BCEro NPOYEro C Maslou3BECTHbIX CAWTOB U IOMEHHbIX 30H (\WS,
.biz n ap.). OHM MoryT coagep>xaTb BpeAOHOCHOE NPOrpaMMHOe
obecreyeHune, kKak Ha CaMOM CalTe, TaK M B 3arpy>aembix dannax.

06 Ecnin Bbl CTOJIKHYJIUCb C HaBA34YMBO 6aHHepHOIM
# pek/1aMoi, BCIJIbIBalOLLMMKN OKHaAMM

He Ha)xumanTe kHonkun «CornaceH», «0OK», «Pa3pewnTb>,
«S1 npuHMMalo», «3arpy3uTb>», «MpoRo/MKUTL» 1 apyrne
«KHOIMKMW COrnacus>» Ha AasbHellune AeiCTBUS B
6aHHEpPHOW peknlaMe, B HEOXMAAHHBIX BCM/IbIBAIOLIMX OKHAX Mn
npeaynpeXxaeHusix, Ha caTax, KOTOpble KaXyTcCs
NoAO3pUTENbHBIMWU, WX B NPEASIOXEHNSX YAANNTL LUNUOHCKOE
MO nnn Bupycol.

® Haxmute CTRL+F4 Ha Knaeunatype, 4Tobbl 3aKpbITb BKNAAKY
bpay3epa.

E] Ecnn okHO He 3akpbiBaeTcs, HaxxmuTe Alt+F4 Ha knaBmaType,
yTO6bI 3aKpbITb Hpay3ep.

#0 OTKNnrouMTE YCTPOMUCTBO OT MHTEpHeTa ans
npekpaweHus o6paboTkn nicpopmauyum, a Takxe
Ansa Toro, YTtobbl N3berxkatb yreukm nHpopmaumum
' (norvmHoB, Nnaponei n apyroi KoHUAEHLUNaNbHON’

nHcbopMaumn). 69, 6 0/0

He 3HAKT WX COMHEBAIOTCA KyAa MOryT o6paTutbcsa
n/vnun 4To Aenartb B cnyyae kubeparaku, nmbo
3apaXkeHusl KOMMNbOTEpPa BPeAOHOCHOM NPOrpaMMou

OrNpoLUEHHbIX NOoJib30BaTeNen
CTaparoTCs UICNOoJIb30BaTb BCe
BO3MOXXHbl€ MeToAbl 3aLlyMTbl
nHcpopMmauumn

21,4%



NMpodunakTuka
MH(POpPMaLLUOHHON

YcrapeBwee win HeIMLEeH3UOHHoe
nporpaMMHoe obecneueHume
asnaercsa 6onee ya3BUMbIM

PerynsipHO ycTaHaBMBanTe 06HOBNEHNS
QNS BCEro BALLEro nporpaMMHOro
obecneyYeHns — onepaLMoHHbIX CUCTEM,
NporpamMM MpUIOXKEHUA, aHTUBUPYCHbIX
1 NMPOYMX NPOrpaMm

BkntoyaiTte hyHKLUMN aBTOMATUYECKOrO
06HOBNEHMSI MPOrPaMMHOIO
obecneyeHns, Korga TakoBOe A0CTYMHO

PekoMmeHaauum no 6esonacHoOMy

6e3onacHoCTH «cepdunHry>» B UHTEpHeTe

#01 HACTPOMTE cBou 6pay3ep A/151 NOBbILUEHUS CTeMNeHN
3aWuTbl BO BpeMsl paboTbl B IHTepHeTe (610KMPOBLUMK

Parol123456#1& peK/laMbl U BCMJIbIBAIOLLMX OKOH, 3alLuTa OT

OTCNEeXUBaHUSA n ap.)

HaaeXXHble naponw OOJ1IXKHbl COCTOATb
MWHUMYM 13 8 CUMBOJIOB U COAEpXaTb #02 HE PACCKA3bIBAWUTE B couuanbHbIX CETAX O CBOEM

coyeTaHue 6yks, Lndp 1 cMMBOIIOB XKU3HW BOSbLUE, YEM HYXXHO.
(1@#$% M)

# HE NMONIb3YATECb 6e3 0co60li HE06X0AMMOCTY
2N
0 2 alolololololulululululiGon #03 obuiectBeHHbIMN «Wi-Fi-ToukaMm» goctyna B MIHTEpHeT.

HMKOMY He pacKpblBanTe CBOM Maponu,
Hanbonee BaXKHble XpaHUTE B

3alMppOoBaHHOM BuAe #0 4 WU3BEFAMTE aHOHWMHBIX NPOKCU-CEPBEPOB
(aHoHMMaM3epsbl). Yepe3 Hux Bawwu aaHHble 6yayT

#0 3 % 3K 3 3 3 3 % 5 5k 5k 5k @] [OCTYMHbl TPETLUM SIMLIAM.

YpansuTte nporpaMMHOe obecneyeHue,
KOTOPOE Bbl HE NUCMOJIb3YyeTe MU
He nony4yaete 0b6HOBEHUS

HEe UCMOsb3YiTE OAMHAKOBbIN Maposib #0 5 YCTAHOBMTE MeHemkep naposien Ans XpaHeHus

Ha BCex canTax. B cry4ae yTpathl Balumx naponei B 3alUndpoBaHHOM BUAE.
napongd, AoCTyn K BallMM AaHHbIM

pa3paboTumnka bynet obneryeH
#0 4 rome Wi-Fi Noakniouero <l #06 NCMOJIb3YWUTE cepBuChbl OLEHKM penyTaumm CaiiTos 1
OHJTaiH CKaHEepPbI CCbIIOK.

N36erante ycTaHOBKM HENMULEH3UOHHOMO
nporpaMMHoro obecrneyeHus, nmbo
NporpaMMHoro obecneyeHms m3
HenpoBepPeHHbIX MCTOYHWUKOB

PerynsapHo co3aaBanTe KOnmio BaXXHbIX
ANns Bac AaHHbIX Ha Apyrux yCTpomcTBax

61,8%

CBOMX naponeu, nm6o
MEHSII0T TOJIbKO Koraa
3abbiBaloT X

nojsib3oBaTtesie He MeHSAIT

co3aaBanTe pasHble HaaeXHble Naponm
ANsi MOAEMA M AOMALLHEN
6ecnpoBoAHOM CETW.

O TOM, KaK 3TO caenaTb, NpoYTUTe B
#0 5 MHCTPYKLMM K YCTPOWCTBY, NMM60
y3HaWTE B KOMNaHWK, NPEACTAB/AIOLIEN CepBK1Cbl OLIeHKM penyTauuu CauToB U OHNAliH CKaHepbl CCbINIOK:

MOZEM, poyTep, MapLipyTu3aTop
VirusTotal (https://www.virustotal.com)

URLVoid (http://www.urlvoid.com/)
2ip.ru (http://2ip.ru/site-virus-scaner)

Web Inspector (http://siteinspector.comodo.com)

0 OHnavH-ckaHep Dr.Web (http://vms.drweb.com/online)
3252 /0 TrustOrg.com (http://trustorg.com/)

nonb3oBaTesnei Ucnosnb3yer Phishtank.com (http://www.phishtank.com/)

OAMHAaKOBbIE MapoJin B COLUMNaJIbHbIX
ceTaX, aKKdyHTaX, JINYHbIX KabuHeTtax




5 7 | 8% OMNpPOLUEHHbIX

HEAO0OLEHNBaloOT
3HAQ4YMMOCTDb 3adlUNTbl
NepcoHaJibHbIX AaHHbIX

60%

Ka3adXCTaHLEB HE CYUTAIOT,

B 6e3onacHocTHn

Ba>XHO 3HaTDb!

C6op, 06paboTka NepcoHasibHbIX AaHHbIX OCYLLECTBASAKTCA COHBCTBEHHUKOM
n (unn) onepatopom ¢ COrNACUA CYBbEKTA WIN EFO 3AKOHHOIO
NMPEACTABMUTEJISA, kpoMe cnyyaes, NpefyCMOTPEHHbIX 3aKOHOAATE/IbCTBOM.

CobcTtBeHHMKM 1 (M) onepaTopsl, @ TakXke TPeTbU nnua, Noayyatowme AoCTyn
K NepCOHanbHbIM AaHHbIM orpaHnyeHHoro aoctyna, OBECIEYUBAKOT UX
KOHOUAOEHLIMAJNTBHOCTDb nyTtem cobntoaeHns TpeboBaHnn He AoNycKaTb

NX pacnpocTpaHeHus 6e3 cornacus cybbekTa unmn ero 3akOHHOro rnpeacraBuTens
nMB0 HaNMUYMSA MHOTO 3aKOHHOIO OCHOBAHMSL.

XpaHeHne nepcoHasnbHbIX AAaHHbIX OCYLLECTBASETCS COOCTBEHHMKOM U (Mnn)
onepaTopoM, a TakKXKe TPETbUM NNLIOM B 6a3e, KOTOpas XPaHUTCS Ha TeEppUTOpUn
Pecnybnukn KasaxcTaH.

CobctBeHHUK 1 (Mnn) onepaTop 6a3bl, a Takxke TpeTbe NMUO 0653aHbI
NpvHMMaTb HeobxoamMble Mepbl MO SALLIUTE NEPCOHAJIbHbIX AIAHHbIX,
obecneunBatoLme:

™ npenoTBpalleHMe HECAHKLIMOHMPOBAHHOMO JOCTYMa K NepCcoHanbHbIM
[AHHbIM;

M cBoeBpeMeHHOe 0bHapyXeHue hakToB HECAHKLIMOHMPOBAHHOMO AOCTYNa
K MepCOHaNbHbIM IaHHbIM, ECNIN TAKON HECAHKLIMOHMPOBAHHBIW JOCTYN He
yAanocb NpeaoTBpaTUTh;

@ MUHUMU3AUNIO He6ﬂaFOI'IpMFITHbIX NoCNeacTBUM HECAHKUMOHNPOBAHHOIO
AO0CTYna K rnepcoHasibHbIM AaHHbIM.

YTO UX NepcoHasibHble AaHHble

#02
#03

#04

#09
#06

#07
#08

Cy6beKT nepcoHasibHbIX AaHHbIX

MMeeT Nnpaso

3HaTb O HaMuMK y cobcTBeHHMKA U (unn) onepatopa 6asbl, a Takke
TPETbEro NMua CBOMX NEpPCOHAsbHbIX AAHHbIX, @ TAKXKXE NosyYaTb
NHdOpMaUMIO, coaepKallyto:

noaTeepxaeHue dakTta, Lenn, UICTOYHUKOB, cnocobos cbopa

n 06paboTkM NEpCOHaNbHbIX AaHHbIX;

(W nepeyeHb nepcoHanbHbIX AAHHDIX;

M  cpoku 06paboTKM NEPCOHaNbHBIX AaHHbBIX, B TOM YMC/E CPOKY
NX XpaHeHus;

TpeboBaTb OT COH6CTBEHHUKA M (MnK) onepaTopa 6asbl U3MEHEHUS U
[IOMOJTHEHNSA CBOMX NMEPCOHASbHbIX AaHHbIX NMPU HATMUYUM OCHOBAHWM;

TpeboBaTb OT cO6CTBEHHMKa M (MKn) onepaTopa 6a3bl, a Takke TpeTbero
nmua 6/10KMpoBaHNS CBOMX MEPCOHASbHBIX AAHHbIX B Cllydae Hannyus
nHgopMaLnM 0 HapyLLeHUK yCnoBui coopa, 06paboTkM NePCoHanbHbIX
[AAHHbIX;

TpeboBaTb OT COBCTBEHHUKA U (MNK) onepaTopa 6a3bl, @ TakkKe TPETbLEro
NMUA YHUUTOXEHUS CBOMX NEpPCOHasbHbIX AaHHbIX, cbop 1 0bpaboTka
KOTOpPbIX NPOM3BEAEHbI C HApYLLUEHNEM 3aKoHOAATeNbCTBa Pecnybnmku
KasaxcTaH, a Takke B MHbIX ClyyasX, yCTaHOB/IEHHbIX 3aKOHOM PK

«0O nepcoHanbHbIX AAHHbIX U UX 3alMTe» U MHBIMU HOPMATUBHBLIMU
npaBoBbIMK akTaMun Pecnybnvkn KasaxcTtaH;

0TO3BaTb corfiacue Ha cbop, 06paboTKy NepCcoHaNbHbIX AAHHbLIX, KpOME
CnyyaeB, NpefyCMOTPEHHbIX MYHKTOM 2 cTaTbk 8 3akoHa PK
«0O nepcoHanbHbIX AAHHbIX U UX 3alUmTe»;

AaTb cornacme (0TKasaTb) COBCTBEHHUKY U (Mnn) onepaTtopy 6a3bl Ha
pacnpoCTpaHeHNe CBOMX NepCoHasibHbIX AaHHbIX B 06LLeA0CTYNHbIX
MCTOYHMKAX NEPCOHANbHbIX AaHHBbIX;

Ha 3alu1Ty CBOUX NpaB U 3aKOHHbIX MHTEPECOB, B TOM 4MNC/1€ BO3MELLEHNE
MOpaJibHOro n MaTepuanibHOro Bpeaa,

Ha OCyLLeCTB/IeHME UHbIX NPaB, NpeayCMOTPEHHbIX 3akoHOM PK
«0 nepCcoHanbHbIX AAHHbIX U UX 3aLUMTE» U UHbIMU 3aKOHaMM
Pecnybnukn KasaxcrtaH.

OpraHbl NPOKypaTypbl OCYLUECTBJ/ISIOT BbICLUMA HaA30p
3a cobnrogeHneM 3aKOHHOCTU B ccepe nepcoHaNbHbIX
AAHHDbIX U UX 3aLYUThI.




Ucnonb3oBaHue UKT

B npodeccuoHaIbHOMN
AEeATesIbHOCTHU

NUcnonb3oBaHue UKT
B npodeccuoHaIbHOU
aefATenbHOCTU

#01

#02

#03

#04

#00

60,6% 51,1%

ONpOLUEHHbIX
cneumanucroB B cepe IT
CTaJIKUBAIOTCA C Yrpo3amMm
KnbepbesonacHoCTH B
CBOEW [eATes/IbHOCTH

OpraHu3aumi onpoLUeHHbIX
pa6oTHukoB B cepe IT He
MMEIOT CUCTEMY ynpaBJ/ieHUs
MH(POPMALIMOHHOMN
6e30nacHOCTbIO

Pa6oTta ¢ MO6MIbHBIMKM YCTPOUCTBAMM

PaspaboTaiiTe NoMTUKY paboTbl C MOBUIbHLIMU YCTPOMUCTBAMU U
03HAKOMbTE NepcoHan ans ee cobntoaeHust. NpumeHnTe 6a30BbIN
ypOBeHb 6€30MacHOCTV Anst BCEX YCTPOWUCTB. 3alumLianTe AaHHble
Kak npv nepegade, Tak U BO BPEMS UX XPaHEHUS.

O6yuyeHue u 0CBeAOMJIEHHOCTb NMoJib30BaTeneun

PaspaboTaiTe npueMneMyto noimTuky 6€3onacHOCTX Nnosib3oBaTeNnen
1 6e30MacHOro MCronb30BaHMS BalUMX CUCTEM. Bkntounte B AaHHYHO

NONUTUKY 0BbyyeHne nepcoHana. MoaaepxxmBanTe 0CBEAOMIEHHOCTb

nepcoHana 06 yrposax MHMopMaLNOHHOM 6e30nacHOCTH.

YnpassieHue noJsib30BaTes/IbCKUMU NPUBUJIETUSAMU
YcTaHoBUTe 3(pheKTUBHbIE NPOLIECCHI YNPABIEHUS U OrpaHNYbTE
KOMMYECTBO NPUBUNIENVPOBaHHbIX Nosb3oBaTenei. OrpaHnybTe
NpUBMNErMN NONb30BATENEN M OCYLLECTBNAWTE MOHUTOPUHT KX
nesiTenbHOCTU. KOHTpONMpyMTe AOCTYN K XYpHany CobbITUi.

MpaBuia UCNoJib30BaHUS CbeMHbIX HOCUTENEN

Co3paiiTe npaBu/ia KOHTPOSIS AOCTYNA K CbEMHBIM HOCUTENSIM.
OrpaHuybTEe TUMbl HOCUTENEN U UX UCMONb30oBaHKE. Nepen
NOAKNOYEHNEM K KOPNOpaTUBHOW CETU NPOBEPLTE BCE HOCUTENM
Ha Ha/IM4YMe BPEAOHOCHBIX MPOrpamMM.

be3onacHas koH(pUrypauums

O6HoBnANTE cucTeMy 6€30MacHOCTN U ybeanTech, YTo
noaaepXxuBaeTcs 6e3onacHas KOHMPUrypauus BCex CUCTEM.
KoHTponupynTe nepeyeHb YCTPOMUCTB, NOAKIOUYEHHBIX U
MOAK/IOYAEMBIX K CETU OpraHM3aumi.

#06
#07

#08

#09
#10

17,7% 15,9% 12,2%

MCNOJb3YIOT npuberaioT K
Me)XceTeBble wnpposaHuto
3KpaHbl OAHHbIX,

KaHas1I0B CBA3M

nosib3yroTCA
DLP-cucremamm

3awuTa OT BPpeAOHOCHbIX NPporpaMm
Pa3paboTaliTe COOTBETCTBYHOLIME MNOUTUKN U YCTAHOBUTE 3aLUUTY
OT BPEAOHOCHBIX MPOrpamMmM B OpraHu3aLmm.

CeTeBas 6e30nacHOCTb
YnpaBnsiite NepMMETPOM CETU. 3aLlMLLANTE CETU OT BHELLHUX U
BHYTPEHHMX aTaK.

MOHUTOPUHI

Pa3paboTaliTe CTpaTernto MOHUTOPUHIra. HenpepbiBHO NpoBoAUuTE
MOHWUTOPWHI BCEX CUCTEM U CETEN. AHANU3NPYMTE XYPHAN COObITUI
B MOWCKaX aKTUBHOCTW, KOTOpasi MOXET YKa3blBaTb Ha COObITUS
NHpOpMaUMOHHON H6e3onacHOCTU. OCyLLECTBNSANTE MOHUTOPUHI

M TECTMPOBAHME 3/IEMEHTOB ynpaBfieHns 6€30NacHOCTbIO.

YnpaBneHue UHUMAEHTaMKU

MpeaycMoTpuTE BO3MOXHOCTb PE3EPBUPOBAHUSI M aBapUNHOMO
BOCCTaHOB/EHMS. Pa3paboTaliTe nnaH pearMpoBaHust Ha MHLUMAEHTI
MH(OpMaLMOHHON 6e30MacHOCTM.

Bsaumopgencreme
CoobuanTte 06 nHuMaeHTax nHhopMaLMoHHOM 6e30nacHOCTU B
NpPaBOOXPAHUTENbHbIE OpraHbl U CNeLnann3npoBaHHbIE OpraHn3aLnK.

Cob6nioaeHne ctaHAapTHbIX Mep MOXXeT npeaynpeanTb 80% artak,

HabnropgaeMbix cerogHs.




' Cnpocute cebs

#01 Bbl yBepeHbl, 4To Baww 6paHaMaysp akTMBMPOBaH M 3awwmaeT
[laHHble Ha Bawem komnbioTepe?

#0 2 KTo uMeeT AoCTyn K AaHHbIM Ha BalweM KoMmnbioTepe 13
BHYTPEHHEN CETU UK YAANEHO?

#03 Bbl TOYHO 3HaeTe, Kakne cnyx6bl Ballen ceTn AOCTyNHbI
yepe3 UHTepHeT?

#0 4 BaM aencTBUTENBHO M3BECTHO KaXkaoe YCTPOMCTBO Bawen cetu,
KOTOpOe MMeeT BHelwHun IP-aapec?

#05 Koraa Bbl B nocneaHui pa3 Aenanu oLeHKYy pucka unm
BHELLUHWN TECT Ha NPOHUKHOBEHME?

#06 MOXET /M 3N10yMbILNIEHHUK NPOHMKHYTb B Bawly ceTb?

PEKOMEHAALUSA

PYKOBOAMUTENSIM OpraHmn3aumm,
yupeXxaeHun, npeanpusTumn,
cneunanuctam-npodeccnoHanam no
6e3onacHOCTM MH(POPMALIMOHHON
NHPPACTPYKTYPbl U MHHOPMALIMOHHbIX
TEXHONOMMM, @ TaKXXe YYalMMCS BbICLLINX
y4yebHbIX 3aBeaeHnN!

LieHTp MpenocTaBnseT NPUOPUTETHDLIE FPaHTbI A1
MeXXAyHapoAHbIX NPOXOXAEHNS akaZeMnyeckoro obyyeHus
nporpaMm (MaructpaTypa, AOKTOPaHTypa), Hay4HbIX U
«bonawax>» NPOU3BOACTBEHHbIX CTaXXWPOBOK B BEAYLLUNX
KOMMaHUSX U YHUBEPCUTETAX MUPa.

[ns NpoXoXXAeHNs CTa)KMPOBKM MO
cneyuanbHOCTU «uHpopMaunoHHan (knbep)
6e30nacHOCTb>» COMCKaTeNb AO/MKEH NMETb CTaX
paboTbl He MeHee 3-X NeT, BK/oYas nocneaHune

12 mecsiueB B BblbpaHHOM 06nacTn cneumanm3aumm.

[Ansa npoxoxaeHns obyueHms (Marucrpartypa,
AOKTOpPaHTYypa) No cneyuasibHOCTH
«nHpopMaLMOHHaA 6e30NacHOCTb>» COMCKaTeNb
AO/HKEH UMETb CPEAHUIN 6ann no NPUIOXKEHWUIO
avnnoma 6akanaspa unu cneumanucta GPA 3.30

(3 4.00/4.33) nnbo 4.30 n3 5.00

S

NMoapo6bHas nHpopmauun:
bolashak.gov.kz



¥ KZ-CERT

[1py NOAO3PEHUN Ha 3apaXeHMe KOMMNbTepa
BPEOOHOCHBIM NPOrpaMMHbLIM obecneveHmnem
obpalanTtecb B Cnyxby pearnpoBaHus Ha
KOMMbIOTEPHbIE MHUMAEHTbLI N0 6ecnnaTtHOMy eaAnHOMY
KOPOTKOMY HOMeEpY:

1400, +7 (7172) 55-99-97,

NMB0o MO 3NEKTPOHHOM NOYTE:
incident@kz-cert.kz

roOPAYASA INHUA

MO NPOTUBOAENCTBUIO
NMPOTUBOMPABHOMY KOHTEHTY,
nponaraHaAnpYOLWUN TEPPOPU3M, SKCTPEMU3M,
NOpHorpaduto, KysbT XXECTOKOCTU U HAaCUNNS
B KasaxcTtaHe:

@ cant: safekaznet.kz
Q Tenedon: +7 (7272) 73-24-63,
B4 snekTpoHHas nouTa: report@iak.kz

Bbl MOXXETE NMPOBECTU OLEHKY

CBOEIO MHTEPHET-PECYPCA
C NMOMOLLbIO OTEYECTBEHHOW CUCTEMBI
WebTotem Ha nHTepHeT-pecypce:

PP ) webtotem.kz {4

n
~—_ el
=0=
Q)
Pa3pa6oTtka mep B
cepe obecneyeHums
MHMOOPMALIMOHHOM
6e3onacHocTH

(3a uckntoyeHnem
rOCCEKPETOB)

FocypapcTBeHHbIN
KOHTPOJ1b
1 npodunakTuka

KOMUTETNO
NWH®OPMALIMOHHOMU
BE3OIMNACHOCTHU

Mucecusa — goctmkeHue

N noaaep)xaHue ypoBHS
3aLLUMLLEHHOCTN 3NEKTPOHHbIX
MHMOPMALIMOHHBIX pecypcoB

OT BHELLHMX U BHYTPEHHMUX Yrpo3,
obecneumnsatoLme
YCTONYMBOE pa3BUTHE
Pecnybnukn KasaxcraH

MexBefoMCTBEHHas
KoopAnHaums KoHuenumm
knbepbesonacHocTn
«Kunbepwumt KasaxcraHa»

no 2022 ropa

e

| 4

CopeiicTBre B
opMmrpoBaHnm

npoceccnoHanbHbIX

CTaHAapToB
cobntoaeHns EamHbix Aap
TpeboBaHuii
[ 3
® nhill
a o — M =
R A
MoBbiweHne YyacTtue B ®opmuposaHue NepeyHs u MNposeneHve
0CBeAlOMJIEHHOCTH peanusauum MOHUTOPWHI KPUTUYECKU BaXKHbIX aTTecTauum U UCMbITaHUI
rpa)xaaH o6 yrposax o6pa3soBaTesbHbIX 06beKTOB MH(POPMALIMOHHO- MH(OPMALIMOHHbBIX
MHMOPMaALIMOHHOM nporpamMm KOMMYHUKALIMOHHOM CUACTEM Ha COOTBETCTBME
6e3onacHoCTn NHPaCTPYKTypbl TpeboBaHnaM
MHbOPMALIMOHHOM

6e3onacHocTn

NMpu noaroTtoBke pekoMeHaaLum
6b1/21IM UCNOJIb30BaHbI
HOPMAaTUBHbIE NPaBOBble aKTbl:

3akoH PK «O6 nHdopmMaTusaunm»;

3akoH PK «O cBs3n»;

3akoH PK «O nepcoHasnbHbIX AaHHbIX U UX 3almTe»;

3akoH PK «O6 3neKTpOHHOM JOKYMEHTE U 3NIEKTPOHHON LMMPOBON Noanucm»;

MMPK «O6 yTBEpXaeHnn eanHbix TpeboBaHui B 0651acTM MHAOPMaLMOHHO-
KOMMYHUKALMOHHBIX TEXHOMOrMI 1 obecrneyeHnst MHHOPMaLIMOHHOM
6e3onacHoCTW».
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